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MWHUCTEPCTBO OEPA30BAHMUA N HAYKW POCCUACKOW ®EQEPALINU

DENAPTAMEHT rOCYOQAPCTBEHHOW MONMUTUKU B COEPE
OBLUEro OBPA30BAHUA

MMCbMO
oT 14 masa 2018 r. N 08-1184

O HAMPABJNEHUN NHOOPMALIUUA

[denapTtameHT rocyaapCTBEHHOM NONMUTUKM B cdpepe obuiero obpasoBaHusa MuHobGpHayku Poccuun
HanpaBnseT Ans ceBefeHnsa paspaboTaHHble BpemeHHom komwuccuen Coseta depepaumm nNo pasBuUTUIO
nHpopmMaumoHHoro oblectsa MeToAMYECKMEe peKoMeHZauuM O pasMeLleHMM Ha  MH(OPMaLUOHHbIX
CTeHAax, ouumanbHbIX MHTEPHET-canTax U OpYyrnx MHGOPMaLUOHHbIX pecypcax oblieobpasoBaTenbHbIX
opraHmM3aumMi 1 OpraHoB, OCYLLECTBRAOWMX YynpaBrneHne B cdepe o06pasoBaHus, WHPOpMauMn o
©Ge3onacHoM NoBefAeHUN U UCTIONb30BaHUN ceTn "MIHTepHeT".

OupekTop [enaptameHTa
A.E.TIETPOB

[Mpunoxexune

METOAMYECKUE PEKOMEHOALIMU
O PASMELLEHAUN HA AH®OPMALIMOHHbIX CTEHOAX, O®ULIMATIBbHBLIX
WHTEPHET-CAUTAX U APYINX MUHOOPMALIMOHHbLIX PECYPCAX
OBLLEOBPA30OBATEJIbHbIX OPFAHU3ALIUA N OPFTAHOB, OCYLLEECTBNAIOLLNX
YNPABJIEHUE B COEPE OBPA30BAHUA, UHOOPMALIUKN O BESONACHOM
NOBEAEHUU N UCNOJIb3OBAHUU CETU "MHTEPHET"

Skcneptamn u uneHamu BpemeHnHon komuccun Coeeta degepaumm no passBUTU MHPOPMALIMOHHOIO
obuecTBa B pamMKax BbIMOMHEHMS pPeKOMeHZauuh naprnaMeHTCKMX chywaHun "AkTyanbHble BOMNPOCHI
obecneyeHns 6e30nNacHOCTM N pasBUTUA geTen B UHMOPMALMOHHOM NPOCTPaHCTBE", KOTOpble NPOLWnN B
Cosete ®epnepaunn 17 anpensa 2017 r., Obinm paspaboTaHbl METOAMYECKME PEKOMEHOALUN O pa3MeLLEeHU
Ha WHMOPMALMOHHBLIX CTeHAaX, oduumanbHbIX MHTEpPHET-calTax MU Apyrux MH(OPMaLMOHHBIX pecypcax
06L1eobpa3oBaTenbHbIX OpraHn3auuin U OpraHoB, OCYLLECTBNSALWUX ynpaBrneHne B cgepe obpasoBaHus,
nHdpopmaumm o GeszonacHOM noBedeHWM U ucnonb3oBaHuM ceTn "MHTepHeT" (manmee - meToamnyeckue
pekoMmeHaauumm).

MeToaunyeckme pekoMeHAaLUMn HanpaBeHbl Ha Ka4eCTBEHHOE NOBbILIEHNE YPOBHSA MHPOPMaLMOHHOM
AeatenbHocTn 06Leobpa3oBaTenbHbIX OpraHnsaunii U OpraHoB, OCYLLECTBAAIOWMNX ynpasneHne B cdepe
obpasoBaHus, B 4YacTu WMHMOPMMPOBAHUS YyYalMXCs, WX poauTenen (3akOHHbIX NpeacTaBUTenen) u
negarornyeckmx paboTHUKOB 06 OCHOBHbIX acnekTax MHMOPMaLMOHHON 6e30nacHoOCTU.

MeToauyeckme pekoMeHgauum no3BonsaT obleobpasoBaTenbHbIM  OpraHM3auMsiM 1M - opraHam,
OCYLLECTBMAIOWNM yrpaBneHne B cdepe o006pasoBaHus, akTyanusmMpoBaTb YXe WCNOSb3yeMble WU
pasMelleHHble MHOPMaLMOHHbIE MaTepuarbl, Tak U NOArOTOBUTL UX B CIlydae UX OTCYTCTBUSI C y4eToM
NyYLWnX NPaKTUK U pekoMeHaauuniA.

B pamkax meToanyeckux pekomeHgauni paccMaTpmuBaloTCs crieytoLlmne MHCTPYMEHTbI:

1. NHpOpMALMOHHBbIE CTEHAbI;

KoHncynbtantlnioc www.consultant.ru

HageXHas npaBoBas noaaepxkka

CtpaHuua 2 n3 16


consultantplus://offline/ref=227FE7A877E557C1F6BE304E05578A0F76FF227ABB10379B4551C85F2D3B7EFB83F2FEX674J

<[Mucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmarumn”
(BmecTe ¢ "MeToamyecknMy pekomeHgaumusamum o...

HokymeHT npegoctasneH KoHcynbTaHTtlnoc
[ata coxpaHeHus: 07.06.2018

2. ohmumanbHble MHTEPHET-PECYPChI;
3. cpeacTBa MaccoBOV MHGOPMaLUK (LLKOSMbHbIE Fa3eThl, NeJarormiyeckne n3gaHus u gpyrue).
UHdopmaunoHHble cTeHAabI

Ha nHdopmaumoHHbIX cTeHgax B obuieobpa3oBaTenbHbIX OpraHM3auusix, pacnosiokeHHbIX B dove
yupexaeHun n B kabmHeTax, OCHaLLEHHbIX NepCoHarnbHbIMU YCTPONCTBaMN ANs BbixoAa B ceTb "VIHTepHeT",
pekoMeHayeTCs pa3mMecTUTb MHPOPMALMOHHbIE MaMSTKKN, COAepXKaLlune OCHOBHbIE COBEThLI N0 ob6ecneyeHunto
NMHOpMaLMOHHON 6Ee30MaCHOCTN y4aLLUXCS.

B npunoxeHnn N 1 K MeTogMyeckMM pekoMeHOaumsim npeactasneH obpasey namaTkn  ans
pa3meLlleHns Ha MHHOPMALIMOHHbBIX CTeHAAX.

CpeactBa MaccoBon nHcopmauum

B cpeoctBax maccoBor WHOpMaLMKW, OPWEHTUPOBAHHbLIX Ha OBy4YaloLIMXCH, peKkoMeHayeTcs B
TeyeHne yyebHoro roga perynspHo nybnukoBaTb WHOPMAUMOHHBIE MaTepuanbl, MOCBSALLEHHbIE
OTAENbHbIM acnekTaMm MHGOPMaLMOHHOM 6e30nacHOCTU, a Takke pasnuyHblie NaMsTku obLLero xapakrepa.

B cpenctBax maccoBon WMHGOPMAaLMK, OPUEHTUPOBAHHBIX Ha Mefarormvyeckytd OOLLEeCTBEHHOCTb,
pekoMeHAyeTCA B TeuYeHue KaneHOapHoro roga perynspHo nybnukoBaTb MHOPMALMOHHbIE MaTepuansl,
NOCBSILLEHHble OTAEeNbHbIM acnektam MH(OpPMaLnoHHON 6e30MacHOCTU Kak HEeCOBEPLUEHHOMETHUX, TaK U
obLieobpasoBaTenbHbIX OpraHvM3auuin, a Takke pasnnyHble namsaTkM, 0630pbl HOPMAaTMBHO-MPaBOBOrO
perynMpoBaHus gaHHOW cdepbl U MHPOPMAUMIO O akTyarnbHbIX MeponpuAaTUSX U COBbITUSX B AaHHOW

cchepe.

B xoge nposeneHus EguHoro ypoka no 6esonacHocTu B ceTu "MIHTepHeT" pekomeHayeTcs obecneynTs
BbIMYCK TeMaTW4eCcKoro BbiMycka cpeacTBa MaccoBou MHdopMauuu nmbo cepun nybnukauvn, cpeau
KOTOpbIX PaccMOTPeTb OpraHW3OBaHHble MeponpuATUA ONS 06yvarolmxcs, WX poauTenen (3akoHHbIX
npeacTaBuTenen) u negarorm4eckort obLecTBEHHOCTH.

OdmumanbHble UHTEpHET-pecypcebl

O6LeobpasoBaTenbHbIM opraHm3aumsam pekomeHayeTcs Ha CBOUX odmumanbHbIX
UHTepHeT-pecypcax obecneuntb PyHKLUNMOHMPOBaHNE CaMOCTOATENbHOIO U Crieumannm3npoBaHHoOro pasgena
"HdopmaumoHHaa ©e3onacHoCTb", B pamMkax KOTOPOro MpeaycMOTpeTb pasMeLleHne CreayoLlen
NMHpopmaunu:

N Pasgen/nogpasgen | ®opmaTt npeacraBneHus CopgepxxaHvne maTepumarnos
maTepuanos
1. |NokanbHble Konuu fokymeHTOB B PasmeLlatoTcs KONum JOKYMEHTOB, T.€.

HOpMaTMBHbIE akTbl B | hopmaTte *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
cepe obecneyeHus COOTBETCTBYOLUIA TpeboBaHNAM K
NHPOpPMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTu Pa3meLluaTcs AJOKYMEHTHI,
obyyvaromxcs pernaMeHTpyloLmne opraHm3aumio u

paboTy C nepcoHanbHbIMU AaHHbIMMU,
nnaHbl MEpPONPUATKIA No obecneyvyeHunto
MHpopMaLMOHHO 6Ge30nacHOCTU
oby4varowmxcs n gpyrue.

2. |HopwmatusHoe Konunn goKymMeHTOB B [My6nukytoTCSa akTyarnbHble CBEAEHUS O
perynuposaHue dopmarte *PDF denepanbHbIX U permoHanbHbIX 3aKoHax,
nMcbMax opraHoB BnacTu n gpyrue
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HOPMAaTUBHO-MPaBOBbIE JOKYMEHTHI,
pernameHTupyoLmne obecrneyeHne
MHpopmMaLMoHHOM Be3onacHoOCTU
HecoBepLueHHoneTHuX. [lonyckaeTtcs
BMECTO KOMnun pa3mellatb rmnepccbiyikn Ha
COOTBETCTBYIOLLNE AOKYMEHTbLI HAa canTax
OpraHoB rocyapCTBEHHOM BnacTu.

3. |MNeparornyecknm TekcT Ha cTpaHuue PasmeLlatoTca metoamnyeckme
paboTHMKam canTa pekoMeHJaLmMmM 1 yKa3biBaeTcs
Konunn gokymeHTOB B MHOpMaLINA O MEpPONPUATUSIX, MPOEKTax
dopmaTte *PDF M NnporpaMmmax, HanpasBneHHbIX Ha

noBbleHne nHOopMaLMOHHON
rPaMOTHOCTM Negarorn4yecknx paboTHMKOB.

4. | Oby4atowmmcs TekcT Ha cTpaHuue PasmellaeTca nHdopmaumoHHas namsitka
canTta (npunoxexne N 2) n ykasbiBaeTcs
WMHOopMaLNS O MEPONPUATUSIX, NPOEKTaX
1 nNporpaMmmax, HanpasJieHHbIX Ha
noBblieHne NHOopMaLMOHHON
rPamMoTHOCTU ODy4atoLLUXCS.

5. | Poputensm (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTca nHdopmaumoHHas namsitka
npeacraBuTensam) canTta (npunoxexne N 3).
obyvatowmxcs

6. |[etckune 6edonacHble | TeKCT Ha CcTpaHuue Pasmellaetca nHdopmaums o
canThbl canTa peEKOMEHAYEMBbIX K UCMOMb30BAHNIO B

y‘-le6HOM npouecce Oe3onacHbIx canTax,
6aHHepr ©e3onacHbIX OEeTCKUX CalToB.

OpraHaM, OCYLLIeCTBNSIOWMM ynpaBrneHve B cdepe o06pasoBaHus, pekoMeHOyeTcs Ha CBOMX
ocuumanbHbix  WHTepHeT-pecypcax  obecneunTb  (PYHKUMOHMPOBAHME  CaMOCTOSITENBHOMO U
crneumanuanpoBaHHoro pasgena "MHdgopmMaunoHHas 6e3onacHocTh", B pamkax KOTOpOro npeaycMoTpeTb
pa3MellieH1e crieaytoLei MHopMaLnu:

Mpunoxexue N 1

NAMATKA 5 5
Anda oby4AKOLWKMXCA O UHOOPMALMOHHOWU BE3OIMNACHOCTU OETEU

HENb3A

1. Bcem nogpsig coobuiaTe CBOK YacTHy WHdopmaumio (Hactosiwme vms, damunmio, TenedoH,
agpec, HOMep LLKOMbI, a Takke dpoTorpacumm cBou, CBOEN CeEMbU 1 OPY3ent);

2. OTKpbIBaTb BNOXEHHbIE (hannbl ANEKTPOHHOW NOYTbI, KOrAa He 3Haellb OTNpaBUTEnNs;
3. [pybuTb, NpuanpaTbcH, oka3blBaTb AABNEHUE - BECTU cebsA HEBEXTMBO U arpecCuBHO;

4. He pacnopspkancs geHbramy TBOeW cembu 0e3 paspelleHusa crapux - Bcerga cnpawiusan
poauTtenen;
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5. He BcTpevaiics ¢ IHTepHET-3HaKOMbIMU B peanbHOM XU3HWN - NOCOBETYNCS CO B3POCIIbIM, KOTOPOMY
Josepsiellb.

OCTOPOXHO

1. He Bce nuwyTt npaegy. YnTtaewnb o cebe Henpaeay B WHTepHeTe - coolbwy o6 3TOM CBOUM
poauTENsAM UNK ONEeKyHaMm;

2. MNpurnawatoT nepenncbiBaTbes, Urpatb, 0OMeHUBaTbLCS - NPOBEPbL, HET NN NOABOXA;
3. He3akoHHoe konupoBaHue arinos B /IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocnbiM 0 NpobrieMax B CETU - OHU BCerga NnomoryT;

5. Wcnonb3dynm HacTtporikum GesonacHOCTM U NPMBATHOCTM, 4YTODObI HE MOTEpPATb CBOM akKayHTbl B
couceTaX 1 Apyrux nopranax.

MOXXHO
1. YBaxawn gpyrnx nonb3oBaTenen;
2. Monb3yewbca MHTEPHET-UCTOYHUKOM - Aenan CCbIfiKy Ha Hero;
3. OTKpbIBaW TOMbKO T€ CCbIfIKN, B KOTOPbIX YBEPEH;

4. ObwaTbCs 3a MOMOLIBbI B3POCAbIM - POAUTENM, ONEKyHbl M aaAMWHUCTPaUWs CaWToB BcCerda
MOMOryT;

5. Mpongn ob6yyeHne Ha cainTe "CeTeBMYOK" 1 Nony4dn nacnopT LM poBoro rpaxaaHuHal

Mpunoxexne N 2

MHO®OPMALMUOHHAA NAMATKA
AnsA ObYYAKOLLKUXCA ONA PASMELLEHNA
HA OOULINAIBbHBLIX MHTEPHET-PECYPCAX

C KaxabiM rogom MOMOAEXWN B MHTEPHETEe CTaHOBUTbCA Gonblue, a LWKOMbHWKA O4HM M3 CaMbiX
aKTMBHbIX nonb3oBaTenen PyHeta. Mexay TemM, NOMUMO OrpPOMHOMO KOSiM4ecTBa BO3MOXHOCTEN, NUHTEPHET
HeceT 1 npobnembl. OTa NamMaTka JOMMKHa NOMOoYb Tebe Ge3onacHO HaxoaUTbCSA B CETH.

KOMHbIOTeprIe BUPYCbI

KoMmnbloTepHbIi  BUPYC - 3TO  pas3HOBUAHOCTb  KOMMbIOTEPHbLIX MpPOrpamMM,  OTMMYMTENbHON
0COBEHHOCTBIO KOTOPOW SIBMSIETCS CMOCOOHOCTb K pas3mMHOXeHMio. B gononHeHne K aTomy, BUpPYCbl MOTyT
noBpeanTb UM NMOMHOCTBI0 YHUHTOXWTb BCe (halinbl U AaHHble, MOAKOHTPOSIbHbIE NOMb30BaTENt0, OT MMEHM
KoToporo Obinia 3anyweHa 3apaxeHHas nporpaMma, a Takke MNOoBpeauTb WIn Aaxe YHUUTOXWUTb
onepaLuoHHYD cucTtemMy co Bcemm pamnamum B uenom. B 6onblUMHCTBE criydyaeB pacnpoCTpaHATCA
BUPYCbl Yepe3 NHTEPHET.

MeToabl 3alWuTbl OT BPEAOHOCHbIX MPOrpaMm:

1. Ncnonb3ayii coBpeMeHHble OnepaunoHHbIE CUCTEMbI, UMEKLLNE CEpbEe3HbI YPOBEHb 3aLLMTbI OT
BPEAOHOCHbIX NPOrpamm;
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2. TloctosiHHO ycTaHaBnMBaW navytu  (UMdpoBble  3anfaTtkv, KOTOpble  aBTOMaTMYECKU
yCTaHaBMNMBalTCA C Lenbio AopaboTku nporpammel) U apyrne oGHOBNEHWUSI CBOEWN ONepaLMoOHHON CUCTEMBI.
CkaunBah wux TOMbKO C odwmumansHoro camta paspabotunka OC. Ecnu cywectByeT pexum
aBToMaTU4eCKoro 06HOBMNEHMS, BKITHOUN €rO;

3. Pabotain Ha cBoemM KOMMblOTEpe Mof MpaBaMu Mosfib3oBaTens, a He aaMuHucTpartopa. JTo He
MO3BOMUT  GOMbLUMHCTBY BPEOOHOCHBLIX MPOrpamMM  WHCTANnMpoBaTbCA Ha TBOEM MepCOHaNbHOM
KOMMbIOTEPE;

4. Wcnonb3yn aHTUBUPYCHble MNPOrpaMMHble MPOAYKTbl  WM3BECTHbIX NpousBoauTenen, c
aBTOMaTU4YeCKMM OBGHOBMEHNEM 0as;

5. OrpaHuyb M3nYeckunii 4OCTYN K KOMMbIOTEPY OS5t TOCTOPOHHUX UL

6. Vcnonb3yi BHeLWwHWe HoCUTENM UHpopMaunm, Takme Kak rnelika, AUCK unu ann M3 UHTEepHeTa,
TONbKO 3 NPOBEPEHHbBIX MCTOYHUKOB;

7. He oTKkpblBa KOMMbIOTEPHLIE (hainbl, NOyYEHHbIE U3 HEHALEXHbIX NCTOYHUKOB. [Jaxe Te dannsl,
KOTOpble npucran TBOW 3HaKOMbIl. Jlyylle yTo4HM Y HEro, oTnpaensan nn oH Tebe umx.

Cetn WI-FI

Wi-Fi - 370 He BuA nepegaym gaHHbIX, He TeXHoMorud, a Bcero nuwb 6peHa, mapka. Ewe B 1991 roay
HyaepnaHgckas komnaHus 3apernctpuposana 6peng "WECA", yto o6osHavano crnosocodeTtaHune "Wireless
Fidelity", koTopbIi nepeBognTcs Kak "6ecnpoBogHas TOYHOCTb".

o Hawero BpemeHn gowna gpyras abbpeBuatypa, KoTopasi ABMNsIETCA Takow Xe TexHonornen. 3to
abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObINO AaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW TEXHUKU
Hi-Fi, yTo B nepeBoae 03Ha4aeT "BbiCOKAs TOYHOCTL".

[a, becnnaTHbIN MHTEPHET-AOCTYN B Kade, OTENAX U adponopTax sSABNAETCS OTAIMYHON BO3MOXHOCTbIO
BbiIxoda B WHTepHeT. Ho MHorme akcnepTbl cumTtaloT, yTo obwepoctynHble Wi-Fi ceTn He aBnstoTcs
GesonacHbIMU.

CoBeTbl N0 6e3onacHoCcTH paboThbl B 06LweaocTynHbIx ceTax Wi-fi:

1. He nepepaBsai cBow nu4Hylo nHopmaumio Yyepes obwenoctynHole Wi-Fi cetn. Pabotas B HuX,
)ernaTtenbHO He BBOAUTb Naponun AOCTyNa, NOrMHbI 1 Kakne-To HoMepa;

2. Vicnonbayi u 06HOBNS aHTUBUPYCHbIE NporpaMMbl U GpaHaMayep. Tem cambiM Tbl o6e3onacuilb
ceBs OT 3aKkayku BUpyca Ha TBOE YCTPOWCTBO;

3. Mpu ncnone3sosaHun Wi-Fi oTkntoun dyHkumio "O6wmii goctyn K dannam n npuHtepam”. JaHHas
YHKUMA 3aKpbiTa MO YMOMYaHWIO, OOHaKO HEKOTOopble MOMb30BaTENV aKTUBUPYIT ee Ansa ynobcTea
ncrnonb3oBaHus B pabote nnu yyebe;

4. He wvcnonb3yn nybnuyHein WI-FI ons nepefayn nuuHbIX AaHHbIX, Hanpumep Ons Bbixoga B
coumanbHble CETU UMK B SNIEKTPOHHYIO MOYTY;

5. Vicnonb3yih TONMbKO 3awuuieHHoe coefuHenue yepe3 HTTPS, a He HTTP, T.e. npu HabGope
Beb-agpeca BBoan MMeHHO "https://";

6. B mobunbHOM TenedoHe oTknoum dyHkumo "Moaknovenne k Wi-Fi aBTomaTtudeckn”. He gonyckan
aBTOMaTUYECKOro NoaknyeHnsa yctponcTea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumnanbHble ceTu

CoumarnbHble CeTu aKTUBHO BXOAAT B Hawly XXW3Hb, MHOInMe nan pa60Tar0T N XKMBYT TaM NOCTOAHHO,
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a B Facebook yxe 3apeructpupoBaH Munnuapg 4YenoBek, YTO ABMASETCA OLHON CEAbMOMW BCEX XUTEnewn
nnaHeTbl. MHOrMe nonb3oBaTenM He NOHMMAaIOT, YTO MHPOPMaUUS, pa3MeLLeHHas UM B CoLMarnbHbIX CEeTSX,
MOXeT ObITb HangeHa 1 UCNonb3oBaHa kKem YroaHo, B TOM YMcne He 0b6si3aTenbHO ¢ 6GrnarumMm HamepeHnsaMmu.

OcHOBHble COBEThLI M0 6e30MacHOCTU B COLMArbHbIX CETAX:
1. OrpaHnyb CNNCOK apy3en. Y Tebs B ApYy3bsiX HE AOIHKHO ObITb CryYaiHbIX U HE3HAKOMBbIX J0AEN;

2. 3awmuian cBOK YacTHYIO XM3Hb. He ykasbiBan naponu, TenedoHsl, agpeca, aTy TBOEro poXxaeHus
N OpYryto NU4YHy0 MHopMaumio. 3royMbILINIEHHNKM MOTYT UCMONb30BaTh Aaxe MHOopMaLUmio 0 TOM, Kak Thbl
N TBOM poauTENU NnaHnpyeTe NPOBECTU KaHUKYIbI;

3. 3awwwan ceol penyTaumio - 4epXu ee B YACToTe U 3adaBan cebe Bonpoc: xoten Obl Tbl, YTOOLI
apyrve nonb3oBaTenu BMAENW, 4YTO Tbl 3arpyxaews? [logyman, npexge 4Yem 4TO-TO onybrukoBathb,
HanucaTtb 1 3arpy3nTb;

4. Ecnun Tbl roBOpULLb C MOAbMW, KOTOPbIX HE 3Haellb, He UCMOMb3y CBOe pearbHoe UMSI U OPYryto
JINYHYI0 MHPOPMALMK: UMSI, MECTO XUTENbCTBA, MECTO Y4ebbl 1 Npoyee;

5. N3beran pasmelleHms goTorpadun B VIHTEepHeTe, rae Tbl M3obpakeH Ha MECTHOCTU, MO KOTOPOWN
MOXHO OMnpeaennTb TBOE MECTOMOSOXEHNE;

6. MNpu pernctpaummn B coumanbHOW ceTn HeobxoanMO MCMOMb30BaTh CIIOXHbBIE NApPONnKM, CocTosLme
13 BYKB 1 LMMP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. Qns coumanbHOM ceTu, NOYThI U APYrMx canToB HEOBXOAMMO UCMONb30BaThb pasHble naponu. Toraa
ecnu Tebsi B3nomaroT, TO 3NOYMbILLUSIEHHWKM NOMyYaT JOCTYN TONbKO K OAHOMY MECTY, a He BO BCE cpasy.

OneKTpPOHHbIE AeHbIM

SJ'IeKTpOHHbIe OEHbIn - 3TO OYEeHb WJ,O6HbIIZ cnocob nnatexen, ogHako CylweCTBYKOT MOLUEHHUKMH,
KOTOpPbI€ XOTAT NOJTYy4YUTb 3TN OEHbIN.

SJ'IeKTpOHHbIe OeHbIn NnoABUINCb COBCEM HELQABHO N MMEHHO 13-3a 3TOro BO MHOIMMX rocygapcreax oo
CuUX nop He nponuncaHo Npo HMUX B 3aKOHax.

B Poccum xxe oHM OYHKLMOHWPYIOT U O HUX YXKe NMPOMNUcaHo B 3aKoHe, rAe UX pasfensitoT Ha HECKOMbKO
BMOOB - aHOHVWMHbIE U HE aHOHUMHbIE. PasHuLa B TOM, YTO aHOHWMHbIE - 3TO Te, B KOTOPbIX pa3speluaeTcs
npoBoAuUTb onepauun ©6e3 uaeHTUUKaUMM Monb3oBaTenNs, a B HEaHOHUMHbIX WAeHTUUKaUNS
nonb3oBaTens SABnseTcsi 06s3aTensHOMN.

Takke crnegyeT pasnuuaTtb 3NEKTPOHHbIE hmaTHble AeHbrM (paBHblI FOCYAAPCTBEHHbIM BanioTam) u
SMEKTPOHHbIE HedMaTHbIE AeHbMN (He paBHbI FOCY4apCTBEHHBLIM BanoTam).

OcHoBHble coBeTbl N0 Ge3onacHom pa60Te C 3J1eKTPOHHbIMU OEeHbramMmu:

1. MNpuBsSXM K cHETY MOOUIbHBIN TenedoH. 3TO cambii yAOOHbLIN U BbICTPLIA CNOCOG BOCCTAHOBUTL
aoctyn k cyeTy. MpuBasaHHbIn TenedoH NOMOXET, ecnn 3abyaellb CBOM NMAaTEeXHbIN Naposib Unv 3angeLlb
Ha calT C HE3HaKOMOro YCTPONCTBA;

2. Ncnonb3yin ogHopasoBble naponu. lNMocne nepexoda Ha ycuneHHyto aBTopusauuio Tebe yxe He
OyaeT yrpoxaTb ONacHOCTb KpaXku UK nepexearta ninaTexXHoro napons;

3. Beibepu cnoxHbivi naponb. NpecTynHmkam 6ygeT He NpoCTo yragaTb CNOXHbIA naponb. HagexHble
naponu - 3To Naponu, KOTopble codepXaTt He MeHee 8 3HaKOB W BKMNOYAIOT B cebs CTPOYHblE U NPONUCHbIE
OyKBbl, LMMPbI M HECKOMbKO CMMBOJIOB, TakMe Kak 3HaK gonnapa, gyHTa, BOCKNUUATENbHbIA 3HaK W T.M.
Hanpumep, $tRONng!;;

4. He BBOAM CBOW NMYHbIE AaHHbIE HA canTax, KOTOpPbIM HE AOBeEpAeELlb.
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3HeKTp0H HasA no4Tta

OneKTpoHHasa MoyTa - 3TO0 TEXHOMOrMsA U NpeaoCcTaBMnseMble el YCyru No Nepechiike U NomnyyYeHnto
3MEKTPOHHbIX COOGLLEHWIA, KOTOpble pacrnpedenstoTca B KOMMbOTEPHON ceTh. OObIYHO 3MEeKTPOHHBbIN
MOYTOBbLIA AWMK BbIMMAAMT criegylowmm obpasom: KMs_nonb3oBaTens@vms_aoMeHa. Takke Kpome
nepenayv NpocToro TeKCTa, MMeeTCs BO3MOXHOCTb NepeaaBath dainbl.

OcHoBHble COBETHI Mo Ge3onacHol paboTe ¢ 3NEKTPOHHON NOYTON:

1. Hapo BbIGpaTb NpaBunbHbIA NOYTOBLIA CepBUC. B MHTepHETe eCTb OrpoMHbIN BbIBOp GecnnaTHbIX
MOYTOBBLIX CEPBMNCOB, OAHAKO fyylle JOBEPATb TEM, KOrO 3HA€ELLb U KTO MEPBbIA B PEATUHTE;

2. He ykasbiBah B JMYHOM Mo4YTe §MYHYO wHdopMauuio. Hanpumep, nydwe BbiOpaTb
"My3blkanbHbI_daHat@" nnm "pok2013" BmecTto "temal3";

3. Vcnonb3yn p[ByxaTanHyw asTopusaumo. IATO KOrga MOMMMO Maponsi HYXHO BBOAMTb KOA,
npucbinaemoliii no SMS;

4. Bblbepu CnoXHbI naponb. NS KaXgoro rno4vToBOrO silMKa AofmKeH ObiTb CBOW HaaeXHbIN,
YyCTONYMBBIN K B3NIOMY Naponb;

5. Ecnu ecTb BO3MOXHOCTb Hanncatb CamoMy CBOM JIMYHbIA BOMPOC, NCMOMb3yW 3Ty BO3MOXHOCTb;

6. Mcnonb3ynm HECKOSNbKO MNOYTOBLIX SAWMKOB. [lepBbii ANs 4YacTHOW MNepennucku C agpecaTamu,
KOTOPbIM Thbl fOBEPSAELLb. JTO ANEKTPOHHbIN agpec He Haao UCMONb30BaTb NpU perncTpaumm Ha popymax n
camnTax;

7. He oTkpbiBai canrnbl 1 Apyrne BrOXEHUS B NMUCbMax, AaXe eCnn OHW NPULLAKN OT TBOUX ApYy3en.
Jlydwe yTouHM y HMX, OTNpaBNsany N oHn Tebe aTn dannsl;

8. MNocne okoH4YaHus paboTbl HA NOYTOBOM CepBUCE Mepes 3aKpbITUEM BKIAAKU C cakToM He 3abyab
Ha)xaTb Ha "Bbintn".

KM6ep6ynnMHr unu BupTtyanbHoe n3geBsartesnibCTBoO

KnbepbynnuHr - npecnegoBaHue COOGLUEHMSIMU, COAEPXallMMKU  OCKOPONeHUsi, arpeccuio,
3anyrvBaHue; XynuraHcTBo; coLarnbHoe GOMKOTUPOBaHME C MOMOLLI0 PasfNYHbIX MHTEPHET-CepPBUCOB.

OcHoBHble coBeTbI N0 6opbbe ¢ KMBepOYNIMHIOM:

1. He 6pocarica B 6own. Jlyuwmn cnocob: nocoBeToBaTbCs kak cebs BECTU U, eCnn HET TOro, K KoMy
MOXHO 0OpaTWTbCs, TO BHayane ycrnokoutbcs. Ecnu Tbl HauyHewb oOTBevaTb OCKOPOGNEHUsMKU Ha
0OCKOpPGNEHNSs!, TO TOMbLKO elle BorbLIe PasoXKeLlb KOHMIUKT;

2. YnpaBnsin ceBoen kubeppenytaumen;

3. AHOHUMHOCTb B CETU MHUMas. CyLIJ.eCTByI-OT CnocoObl BbIACHUTb, KTO CTOMUT 33 aHOHWMHbIM
aAKKayHTOM;

4. He cTouT BECTM XynWUraHckuii obpa3s BUPTYyarbHOM XN3HWU. VIHTEpHET dmnKcMpyeT BCe TBOM AENCTBUSA
N COXpaHSEeT nX. Yaanutb nx 0ygeTt KpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBol BUPTYarbHYH YECTb CMOJIOAY;

6. WrHopupym epguHW4HbIA  HeraTmB. OpHopasoBble OCKOPOUTENbHbIE  COOOLIEHUA  nydlle
urHopuposatb. O6GbIYHO arpeccusi NpekpalaeTcs Ha HayanbHOW CTaany;

7. BaH arpeccopa. B nporpaMmmax o6MeHa MrHOBEHHbLIMM COOGLLEHUSIMU, B COLMArbHbIX CETSX €CTb
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BO3MOXHOCTb BITOKMPOBKU OTNPaBKM COOBLLLEHUI C onpeaeneHHbIX aapecoB;

8. Ecnu Tbl cBupetene kubepOynnuHra. TBOM AEWCTBMSA: BbICTYNUTL MNPOTMB nNpecnegoBaTens,
nokasaTb €My, 4YTO €ro AeNCTBMS OLUEHMBAIKOTCA HEeraTMBHO, MOAAEpXaTb XEPTBY, KOTOPOW HYXXHa
ncuxonormyeckas NOMOLLb, COOOLLINTL B3POCbIM O hakTe arpeCCUBHOMO NOBEAEHNS B CETU.

Mo6unbHbIN TenegoH

CoBpeMeHHble cMapTdOHbI U NnaHwWeThbl coaepxat B cebe BNonHe B3pocnbi PYHKLMOHAnN, 1 Tenepb
OHM MOTYT KOHKYpUpOBaTb CO CTaLMOHApHbIMWU KoMmnbloTepamu. OgHako, CpeacTB 3almTbl AN NogobHbIX
YCTPOWCTB Noka O4YeHb Mano. TecTupoBaHue U NOUCK YSI3BUMOCTEN B HUMX MPOUCXOAUT HE TaK MHTEHCUBHO,
kak gns MK, To e camoe kacaetcsa U MOBUMNbHBIX NPUNOXEHUN.

COBpeMeHHbIe MOOUNbHbIE 6pay3epb| yXe npakTtun4eckn p[orHanum HacToslbHble aHanorun, ogHako
pacwiunpeHne (byHKLI,MOHaJ'Ia BIneYeT 3a cobon 60ﬂbL1JyI'O CIMOXHOCTb N MEHbLLYIO 3allNWLEHHOCTb.

[aneko He BCe Npou3BOAWUTENW BbiNyCKalOT OOHOBMIEHUS, 3aKpblBalOLWME KPUTUYECKME YA3BMMOCTU
Onsi CBOUX YCTPOWCTB.

OcHoBHble coBeTbl AN 6e3onacHoCTN MobubHOro TenedoHa:

Huyero He aBnsieTca no-HacToswemy 6ecnnaTtHbiM. Byab ocTopoxeH, Beab korga Tebe npeanaraioT
GecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKMe-TO MaTHbIE YCIyru;

Oyman, npexage yem otnpasutb SMS, hoTo nnm Buaeo. Tel TOYHO 3HaELb, rae OHWM OyayT B KOHEYHOM
ntore?

Heobxogumo o6HOBNATEL ONepauvoHHY0 CUCTEMY TBOEro CMapTdOHa;
Mcnonb3yi aHTMBUPYCHbIE MPOrpaMMbl 451 MOBUMbHbBIX TenedoHOoB;

He 3arpyxaii npunoxeHus OT HEU3BECTHOIO WCTOYHMKA, BeAb OHW MOryT coaepXaTb BPeAOHOCHOE
nporpamMmmHoe obecnedeHue;

[Mocne TOro Kak Thbl BblMAEWb C caWTa, rae BBOAWMN JIMYHYIO MHOpMauuio, 3anam B HaCTPOWKM
Gpaysepa n yganm cookies;

Meproanyeckn NpoBepsi, Kakue NnaTHbIE YCIYyrn akTMBMPOBaHbI HA TBOEM HOMEPE;
[aeaii cBoin HoMep MoburbHoro TenedoHa TONbKO MNoAsIM, KOTOPbLIX Thl 3HaELUb 1 KOMY JOBepsieLUb;

Bluetooth gomkeH GbiTb BbIKIIOYEH, Koraa Thl MM He Monbayellbes. He 3abbiBaii MHoOraa npoBepsiTh
aTo.

Online urpbl

CoBpeMeHHble OHNaWH-Urpbl - 3TO KPACOYHbIE, 3aXBaTbIBalOLLME pPa3BreYvYeHunsl, 06 beaUHAIOLLNE COTHM
TbICSIY YENOBEK NO BCeMy MUpy. MIrpokn uccneayoT AaHHbIA UM MUp, 06LLaoTCa apyr C APYroM, BbINOSHSAT
3a/laHusi, CpaxalTcsl C MOHCTpaMu M NOMyvaloT OnbIT. 32 YAOBOMLCTBME OHW MMATAT: MOKynawT OUCK,
onnaynealoT aboHEMEHT UnNu NpUoGPETalT KakMe-To OnNuuu.

Bce aTu cpefctBa uayT Ha nofdepkaHue M pasBUTME MWIPbl, @ Takke Ha camy 6e30nacHOCTb:
COBEpLUEHCTBYIOTCA CUCTEMbl aBTOpMU3aLMKM, BbIMYCKAOTCA HOBble natyu (UnMdpoBble 3annaTku Ans
nporpaMm), 3aKpbIBaloTCH YS3BUMOCTY CEPBEPOB.

B nogo0GHbIX nrpax CTouT onacatbCA He CTOJIbKO CBOMX COMEPHUKOB, CKOJIBKO KpaXXu TBOEro napons,
Ha KOTOpOM OCHOBaHa CcuMctemMa aBTopusaumm OonblUMHCTBA urp.

OcHoBHble coBeTbl N0 Be3onacHOCTU TBOEro MrpoBOro akKayHTa:
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1. Ecnn gpyroi nrpok BegeT cebsl nnoxo unu cozgaet Tebe HenpusTHOCTK, 3abrOKMpYIi ero B CriMcke
UrPOKOB;

2. Moxanyncs agMUHUCTPaTopaM Urpbl Ha MII0Xoe NoBeAEeHNE 3TOro Urpoka, XKenaTenbHO NPUNoXUTb
Kakve-To foKasaTeNnbCTBa B BUAE CKPUHOB,

3. He ykasbiBan nn4yHyo nHdopmMaumio B npocpainne urpbl;
4. YBaxaw Apyrmx y4acTHUKOB MO UIPE;

5. He yctaHaBnuBan HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yii CNnoXxHble 1 pasHble Naponu;

7. Jaxe BO BpeMA Urpbl He CTOUT OTKNK4YaTb aHTUBUPYC. Moka Thbl nrpaellb, TBOM KOMMNbOTEP MOryT
3apa3nTb.

PULWINHT unm Kpaxa JINYHbIX AaHHbIX

OOGbIuHOW Kpaxken [eHer M OOKYMEHTOB CerofHsi YK€ HMKOro He YAMBWLWbB, HO C pasButuem
WHTEPHET-TEXHONOMMIA  3MOYMBILMEHHUKN NEepeMecTUriuCb B  WHTEPHET, M MPOAOIDKaloT  3aHMMaTbCs
"NobumbIM" aEenoMm.

Tak nosiBunacb HOBas Yrpo3a: WMHTEPHET-MOLUEHHMYECTBA WM (ULLMHF, [NaBHas uUefb KOTOPOro
COCTOMT B MOJSTy4EHUMN KOH(MAESHUMANbHbBIX AaHHbBIX NOfb3oBaTenen - NOrMHOB M naponen. Ha aHrnuickom
a3bike phishing yitaeTtcsa kak duwmHr (0T fishing - peibHas nosns, password - napornb).

OcHoBHble coBeTbl N0 6opbbe ¢ puLnHIoM:

1. Cnegn 3a cBouMm akkayHToM. Ecnv Tbl nogospeBaellb, YTO TBOSI aHkeTa Obina B3floMaHa, TO
HeobxoouMo 3abrokMpoBaTh €€ U CooDLWUTb aAMUHNCTPATOpaM pecypca o6 3TOM Kak MOXHO CKOpee;

2. cnonbayit 6e3onacHble Be6-CanTbl, B TOM YNCIE, UHTEPHET-MarasnHOB U MOUCKOBbLIX CUCTEM;

3. Vicnonb3yin crnoxkHble W pasHble naponu. Takum o6Gpasom, ecnu Tebsa B3nomaloT, TO
3M0YMBbILLSIEHHWKM MOMyYaT AOCTYN TOMbKO K OAHOMY TBOEMY NPOdUIIIO0 B CETH, a He KO BCEM;

4. Ecnu T1ebs Banomanu, To HeobxoanmMo npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble Jo6aBneHbl
y Tebs B Apy3bsx, O TOM, 4TO Tebs B3nomanu u, BO3MOXHO, OT TBOEro MMeHn bygeT paccbinarbcs cnam u
CCbIfIKM Ha (PULLNHIOBbLIE CanThbl;

5. YcTaHoBM HagexHbl naponb (PIN) Ha MOBUIbHBIN TenedoH;

6. OTKMIO4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBa canrnbl 1 Apyrne BrOXEHUS B NMUCbMax, Aaxe eCnn OHW NPULLAKN OT TBOUX ApYy3en.
Jlydiie yTouHM y HUX, OTNPaBNsAny N oHn Tebe aTn dannbl.

LndpoBas penytauusn

LUndpoBas penytaumss - 3TO HeratMBHas WAM MNo3uTMBHasA wuHdopmaums B cetn o Tebe.
KomnpomeTupyowasa nHgopmaums, pasMeLlleHHas B UHTEPHETe, MOXET Cepbe3HbiM 00pa3oM oTpas3nTbcs
Ha TBOeW peanbHOW Xu3HW. "Lindposasa penytaums" - 3TO TBOW UMMUAX, KOTOPbIN opMupyeTcs u3
nHdpopmaumm o Tebe B MHTEpHeTE.

TBOE MECTO XUTENbCTBA, yqe6b|, TBOE (bl/IHaHCOBOG NnonoXxeHne, ocobeHHoCTH XapakTtepa 1 paccKkasbl
0 6nu3kux - BCce 3TO HaKannMMBaeTCs B CETMU.

MHorve NoapoCTKM NErKOMbICIIEHHO OTHOCATCA K NyOnuMkaumm nu4Hom nHcdopmMmaumm B VIHTEpHeTe, He
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NOHMMAasi BO3MOXHbIX MOCNeACTBUA. Tbl Oaxe He CMOXelWb JgoragatbCd O TOM, 4TO dpoTorpadums,
pa3melleHHasa 5 neT Hasag, ctana NpuMYnHOM oTKasa NpuHATbL Teba Ha paboTy.

KommeHTapuu, pasmelleHme TBoux cotorpadun u apyrue AencTBmMs MOTryT HE UCHE3HYTb Jaxe nocne
TOrO, KaK Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXpaHWm 3Ty MHOPMauuMio, nonana fnM oHa B MOUCKOBbIE
CUCTEMBI U COXpaHWMach v OHa, a rMaBHOE: YTO MOAYMaloT 0 Tebe oKpyKalLline noan, KoTopble HaUAYT U
yBUOAT 3T0. Hanty nHdopmaumio MHOro neT cnycts CMoXeT Ntobor - kak u3 gobpbix NobyxaeHui, Tak n ¢
HamepeHeM NPUYUHNTE Bped. ITO MOXET ObITb KTO YrogHo.

OcHoOBHbIe COBETbI NO 3aLiuTe LMPOBON penyTaumm:
1. Moagymaw, npexae YeM YTo-To NyGnMKoBaTh U NepeaasaTth y cebsa B 6nore unu B coumanbHOM ceTu;

2. B HacTpolikax npotuns yCTaHOBU OrpaHNYEHUsI Ha MPOCMOTP TBOErO NPOMUNs U ero CoOAepPXXMMOro,
caenaw ero Tonbko "ons apysen”;

3. He pasmewyan n He yka3sbiBat MHOPMALUIO, KOTOPAsS MOXET KOro-rnmbo ockopbrnaTe Ui obmxkaTb.
ABTOpCKOE npaBo

CoBpeMeHHbIe LLKOMbHUKM - aKTMBHbIE NONb3oBaTeNu LUMdPOoBOro npoctpaHcTea. OgHako Aaneko He
BCE 3HalOT, YTO NOMNb30BaHME MHOMMMM BO3MOXHOCTAMU LMAPOBOro Mupa Tpebyet cobniogeHns npas Ha
WHTENNEeKTyanbHy0 COBCTBEHHOCTb.

TepMuH "wHTEennekTyanbHas COBCTBEHHOCTL" OTHOCUTCA K PasfU4YHbIM TBOPEHWUSIM 4Er0BEYECKOro
yMa, HaunHas C HOBbIX M300peTeHWn 1 3HaKoB, 0O03HavarWMX COOCTBEHHOCTb Ha NPOAYKTbI U YCMyru, u
3akaHuMBas KHuramu, potorpadpmamu, KMHOUNIbMaM1 U My3blKaribHbIMU NPOV3BEOEHUSMM.

ABTOpCKME MpaBa - 3TO MpaBa Ha MHTENNEKTyanbHyl0 COOGCTBEHHOCTb Ha MPOU3BEAEHMUS HayKW,
nuTepaTypbl U UCKycCcTBa. ABTOpCKME MpaBa BbICTYnalT B KaydecTBe rapaHTUM TOro, 4To
WHTENneKTyanbHbIA/TBOpYECKUA TPy, aBTopa He ByAeT HanpacHbIM, 4acT eMy CpaBenBblE BO3MOXHOCTH
3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, NMonyunutb M3BECTHOCTb U Mpu3HaHue. Hukto 6e3 paspelueHus
aBTopa He MOXEeT BOCMpOM3BOAMTbL €ro MNpou3BefeHWe, pacnpocTpaHsATb, MyGNUYHO AEeMOHCTPUMpPOBaThb,
npogaeaTtb, MMNOPTUPOBATL, NyckaTk B MPOKAT, MyGNMYHO UCMONHATL, NOKa3biBaTb/UCNONHATL B 3hMpe unu
pa3mMelLaTtb B VIHTepHeTe.

Wcnonb3oBaHue "nupaTckoro” nporpaMMHOro obecrneveHuss MoXeT MPUBECTU K MHOMMM puUckam: OT
NnoTepu AaHHbIX K TBOMM akkayHTam A0 GrOKMPOBKM TBOEro YCTPOWCTBA, FAe YCTaHOBIEHA HenerarnbHas
nporpamma. He cTouT Takke 3abbiBaTb, YTO CYLLECTBYIOT NneranbHble 1 6ecnnaTHble NporpamMmbl, KOTOpble
MOXHO HaWTu B CETU.

O noprane
CeTeBMYOK.pg - TBOW MMaBHbIN COBETYMK B CETU. 34E€Ch Thbl MOXeELUb Y3HaTb 0 6e30MacHOCTU B CeTy

MOHATHLIM U JOCTYMHBIM A3bIKOM, @ NPY BO3HWKHOBEHWUM KPUTUYECKOW CUTyaLumM o6paTuTbCs 3a COBETOM. A
TaKkKe NPUHATL y4acTue B KOHKYpCax U CTaTb camblM LMEPOBLIM rpaxaaHUHoM!

Mpunoxexne N 3
NAMATKA Ons POOUTENEN OB MH®OPMALIMOHHOWN BEE30MNACHOCTU OETEN
OnpepneneHne TepMmuHa "MHdOpMauUMOHHas OGe3onacHocTb Aeten" cogepxutca B PepepanbHOM

3akoHe N 436-d3 "O szawute gerten oT MHOPMaLUKN, NMPUYMHSIOWEN Bped WUX 340POBbK U pasBUTUIO",
perynmpylowmMm OTHOLUEHUS, CBS3aHHble C 3allMTOn AeTer OT WMHopMauun, NPUYMHSAIOWEN Bpen WX
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300p0Bbi0 U (Mnun) passutmio. CornacHo gaHHOMY 3akoHy "MHdOpMauuoHHast 6e3onacHoCTb aeTen” - aTo
COCTOsIHME 3aLUULLEHHOCTU, NP KOTOPOM OTCYTCTBYET PUCK, CBS3aHHbIN C NpuUYMHEeHuem wuHdopmaumen
Bpeaa Ux 340pOoBbI0 U (Mnn) hrU3N4EeCcKoMy, MCUXUHECKOMY, LYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTHULO.

B cuny ®epepanbHoro 3akoHa N 436-®3 uHdopmauuen, NpUUMHAIOLWENA Bpend 340pPOBbl U (Unu)
pa3BUTUIO OETEN, ABMAETCS:

1. HbopmaLms, 3anpeLleHHas Ans pacnpocTpaHeHns cpean OeTel;

2. nHhopmaums, pacnpocTpaHeHne KOTOPOM OrpaHMyeHo cpeaun aetein onpenerieHHbIX BO3PacTHbIX
KaTeropun.

3. K nHopmaumm, 3anpeLLeHHon ons pacnpocTpaHeHus cpean geTten, OTHOCUTCS:

4. nudbopmaums, nobyxgawLas geTen K CoBepLIeHNIo AeNCTBUI, NPEACTaBNALWNX YrPo3y UX XKNU3HU
n (Mnn) 300POBbLIO, B T.4. MPUYNHEHMIO Bpeaa CBOEMY 340POBbI0, CaMOyOUINCTBY;

5. cnocobHOCTb BbI3BaTb y OETEN XenaHue ynoTpebuTb HapKOTMYECKUE CPEACTBA, NCUXOTPOMHbLIE U
(vnn) ogypmaHuBatoLme BelwecTsa, TabayHble M3genusi, ankorofibHy U CNMPTOCOAEpPXKaLLy0 NPOAYKLUMIO,

NMMBO W HaMWUTKW, U3rOTaBNIMBAEMble Ha €ro OCHOBE; MPUHATb y4acTMe B asapTHbIX Urpax, 3aHMMaTbCs
NpoCTUTYLMEN, BPOASHKHUYECTBOM NN NONPOLLAAHNYECTBOM;

6. obocHoBbIBalLWas wnM onpasgbiBalowas AOMyCTUMOCTb Hacunms U (Mnun) XKEeCcToKoCTM nmbo
nobyxaatoLuas oCyLLeCTBASATb HACUIbCTBEHHbIE AENCTBUS MO OTHOLLEHMIO K FMOAAM U )KUBOTHbBIM;

7. oTpvualolas cemeliHble LEHHOCTM M hopMupYytoLLas HeYBaXKeHWe K poauTensmM u (Mnu) opyrum
yreHam cembh;

8. onpaBabiBatoLLLas NPOTUBONPaBHOE NoBeAEHNE;
9. copepkallas HelleH3ypHYH BpaHb;
10. copepxawasn nHpopmaumo nopHorpadrMyecKkoro xapakrepa.

K uHdopmauum, pacnpocTpaHeHue KOTOPOM OrpaHWMuYeHo cpeau OeTeil onpedenieHHOro Bo3pacTa,
OTHOCKTCA:

1. nHdbopmaums, npeacTaBnsemMas B Buae U3obpaxkeHus Unu onncaHmns XecTokocTu, hm3nyeckoro u
(MNK) NCUXMYECKOrO HACWUMUSI, MPECTYMNEHUSI UM UHOTO aHTMOBLLIECTBEHHOTO AEUCTBUS;

2. BbI3blBaKOLWAsA y AeTen CTpax, y)Kac UM NaHuky, B T.4. NpeAcTaBnseMas B Buae nsobpaxeHus nnm
OonMcaHus B yHMXKaloLen yenoBevyeckoe AOCTOMHCTBO POPMEe HEHaCUIbCTBEHHOM CMepTw, 3abonesaHus,
caMoybumncTBa, HecYacTHOro criydasi, asapumn nnm katactpodbl 1 (Mnn) nx NOCNeACTBUN;

3. npeacraensemMas B BUAe U300paXeHUst UM ONMUCAHUSA MOJSIOBLIX OTHOLLEHUA MEXOY MY>XYUHOW U
>KEHLLMHOMN;

4. coaepxalias 6paHHbIe CnoBa " BblpaXeHnd, He OTHOoCALLMeCA K HeLl,eH3ypHOI7I 6paHl/I.

C y4yeTtom aTtoro Bam npegnaratotca npasuna paboTbl B ceT MIHTepHeT Ana pasnuyHbIX BO3PacTHbIX
KaTeropwvi, cobnoaeHne KOTopbIX NO3BONUT 06ecneynTb MHOPMaLIMOHHYI0 6e30NacHOCTb BaluMX OETEN.

O6wwume npaBuna ans poauTenen

1. HesaBucumo oOT Bo3pacta pebeHka uvcnonb3ymte nporpammHoe obecnedeHue, nomorawllee
(bmnbTpoBaTh M KOHTPONMPOBaTbL MH(POPMALMIO, HO HE NonaranTecb NOMHOCTLI0 Ha Hero. Balwe BHUMaHue K
pebeHkKy - rmaBHbIN METO[, 3aLLUThI.

2. Ecnu Baw pebeHoK MMeeT akkayHT Ha OAHOM U3 coumanbHbix cepBucoB (Livedournal, blogs.mail.ru,
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vkontakte.ru n T.n.), BHMMaTENbHO M3ydynUTe, Kakylo MH(OpPMauulo MOMELLaloT €ro Y4aCcTHUKM B CBOMX
npodunax n 6norax, Bkno4vas dotorpadun n BUAEO.

3. NpoBepbTe, C KAKUMU APYrMMU CalTaMu CBSA3aH coumanbHbin cepsuc Bawero pebeHka. CTpaHuyku
Bawero pebeHka MoryT 6biTb 6€30MacHbIMU, HO MOTYT U COAEpXaTb CChINKN Ha HeXernaTernbHble U OnacHble
canTbl (Hampumep, NOPHOCAaWT, UMW CanT, Ha KOTOPOM APYr YNOMUHAET HOMEpP COTOBOro TenedoHa Balero
pebeHka unv Baw gomaluHui agpec)

4. MNoowpsnTte Bawux geten coobuiatb 060 BCEM CTPaAHHOM WNW OTTarKMBaKOLWEM U HE CIAULLKOM
OCTPO pearvpymTe, Korga OHW 3TO AenatoT (M3-3a onaceHus noTepaTb JOCTYN K IHTepHETY AeTn He roBopaT
poauTensam o npobrnemax, a Takke MOryT HadyaTb UCNoMb3oBaTh VIHTEPHET BHE JOMa U LLIKOSbI).

5. byaobTe B Kypce ceTeBoM Xu3Hn Bawlero pebeHka. VIHTepecynTech, KTO UX Apy3bs B /IHTEpHET Tak
Xe, KaK MHTepecyeTechb pearbHbIMU OpY3bMMU.

Bo3spacTt ot 7 no 8 net

B NHTepHeTe pebeHoK cTapaeTcsd NOCEeTUTb T€ NN UHbIE CanTbl, @ BO3MOXHO U YaTbl, paspeLleHne Ha
noceLleHne KOTOpbIX OH He nony4un 6bl OT poguTenen. MNoatomy poantensm ocobeHHO nonesHsl byayT Te
OT4YeTbl, KOTOpble MNPELOCTaBMAAKTCA NporpaMMamMu MO OFPaHUYEHUID MCMONb30oBaHUSA VIHTepHeTa, T.e.
PoanTenbCckuin KOHTPOMb MM TO, YTO Bbl CMOXETE yBMOETb BO BpeMeHHbIX cannax. B pesynerate, y
pebeHka He OydeT OLyLLEeHUsl, YTO 3a HMM BEAETCA MOCTOSHHBIA KOHTPOSb, OAHaKo, poautenu 6yoyT
no-npexHeMy 3HaTb, Kakue canTbl MocewaeT ux pedeHok. [leTn B AaHHOM Bo3pacTe obnagarT CUMbHbIM
YYBCTBOM CEMbW, OHM LOBEPYMBbLI U HE COMHEBAIOTCA B aBTopuTeTax. OHM NBAT urpaTtb B CETEBLIE UMPbI U
nytewecrtsoBaTe Mo WHTepHeTy, WCMOMb3ys SMEKTPOHHYI0 MO4YTy, 3axoQuTb Ha CalTbl U 4aTbl, He
pekoMeHAOBaHHbIe poauTensMu.

CoBeTbl N0 6e3onacHOCTW B ceTu VIHTepHeT ansa geten 7 - 8 net

1. Co3ganTe cnnCok AoMaLUHMX NpaBun nocelleHnst MHTepHeTa npu ydactum geten n tpebyinte ero
BbINONHEHWS.

2. Tpebywite oT Bawero pebeHka cobnogeHUsi BpEMEHHBIX HOPM HaxoXAeHUsl 32 KOMMbIOTEPOM.
MokaxxuTte pebeHKy, 4To Bbl HabniogaeTe 3a HMUM He nNoTomy 4To Bam 3TO xo4veTcsi, a NOTOMYy YTO Bbl
Becnokontechb 0 ero 6e30nacHOCTM 1 Bcerga roToBbl eMy MOMOYb.

3. KomnbloTep c nogknioyeHvem K VIHTepHeTy [OrkeH HaxoouTbCs B oOOLen koMHaTe noj
NPUCMOTPOM POAMTENEN.

4. |/|Cﬂ0ﬂb3yIZTe cneunanbHble 0eTCKMne NonckoBble MaLLUNHbI.

5. Wcnonb3ynte cpeactBa OnOKMPOBaHUSA HEXEnaTenbHOro KOHTEeHTa KakK [OMOJSIHEHWE K
cTaHgapTHoMy PoanTenbCKOMY KOHTPOSHO.

6. Cospaiite ceMeWlHbI 3MEKTPOHHbIN SALWMK, YTOObl He MO3BONMUTL AETSIM MMETb COOCTBEHHbIE
agpeca.

7. brnokuwpynWte pgoctyn Kk cawtam C 6ecnnatHbiMM  MOYTOBbIMW  AWIMKAMW C  MOMOLLbIO
COOTBETCTBYHOLLErO NporpaMmMHOro obecneyveHus.

8. MpuyunTte peTenn coBeToBaTbCcsl C Bamn nepep onybnvkoBaHWEM KakoW-nvbo MHGOpPMaLMK
cpeacTBaMu 3MEKTPOHHOM MOYThI, YaToOB, PErMCTPaLMOHHBIX hopM 1 nNpodunen.

9. Hayunte geten He 3arpyxartb dannbl, NporpamMmmMbl UNn My3biKy 6€3 Ballero cornacusi.
10. He paspeluante geTam Ncnonb30oBaTh CNyXObl MTHOBEHHOTO 0bMeHa coobLLEeHUSIMN.

11. B "Genbii" CNMCOK CaWToB, paspeLUeHHbIX ONS MOCEeLUEeHUsl, BHOCUTE TOMbKO CalTbl C XOPOLUEN
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penyTauuen.

12. He 3abbiBante 6ecenoBatb ¢ AeTbMn 06 mx Apy3bax B VIHTepHeTe, kak ecnu Gbl peyb wwna o
OPY3bsiX B peanbHOM XXNU3HMU.

13. He penawnte "taby" n3 BONPOCOB MOMIOBOM XW3HW, Tak kak B WHTepHeTe OeTW MOryT ferko
HaTKHYTbCS Ha NOpHorpaduo unu canTbl "Ans B3pocnbIx".

14. lMpuyunte Bawero pebeHka coobwaTe Bam O NOObIX yrpo3ax unuM TpeBOrax, CBA3a@HHbIX C
WuTepHeTom. OcTaBanTeCb CMOKOMHBIMWM W HaMOMHUTE AeTaM, 4YTO OHM B OesonacHocTu, ecnu camu
pacckasanu Bam 0 CBOUX TpeBorax. [loxsanute nx n NocoBeTynTe NogonTu ewle pa3 B NogobHbIX criyyasix.

BospacTt geten ot 9 no 12 net

B gaHHOM BO3pacTe geTu, kak NpaBuno, yXKe HacrbiwaHbl O TOM, Kakas MHopMaums CylecTByeT B
UHTepHeTe. CoBepLIEHHO HOPMArbHO, YTO OHM XOTAT 3TO YBUAETb, MPOYECTb, yCnblwaTk. [pn 3TOM HyXHO
MOMHUTb, YTO OOCTYN K HeXenaTenbHbIM MatepuanaMm MOXHO fnerko 3abnokupoBaTb NPy NOMOLLM CPeacTB
PoanTtenbckoro KoOHTpons.

CoBeTbl No 6e3onacHocTy Ana geten ot 9 oo 12 net

1. CospgaiiTe CNMCOK AOMaLUHMX NpaBui nocelleHust MHTepHeT npu yyactumn geTeit u Tpebyite ero
BbINOMHEHNSA.

2. Tpebynte ot Bawero pebeHka cobnogeHnss HOPM HaxXOXAEHNS 3a KOMMbIOTEPOM.

3. Habniopaite 3a pe6GeHkom npu paboTe 3a KOMMbIOTEPOM, MOKaXuTe emy, 4To Bbl GecrnokonTech o
ero 6e3onacHOCTM 1 BCeraa rotoBbl 0ka3aTb eMy MOMOLLb.

4. KomnbloTep ¢ NOAKNIOYeHNeM B VIHTEpHET OOMKEH HaxoauTbes B obLen kKoMHaTe nog NpMcMoTpOM
poauTtenen.

5. VlCFIOJ'Ib3y17ITe cpencTtea 6]'IOKVIpOBaHVIFI HeXenaTesibHOro KOHTEeHTa KaK [donoJiHeHne K
CTaHOapTHOMY POJJ,I/ITeJ'IbCKOMy KOHTPOIO.

6. He 3abbiBante npuHMMaTtb HENOCPeACTBEHHOE yyacTue B xu3Hu pebeHka, becegoBaTb C AeTbMM
00 nx Apy3bsx B NHTepHeTe.

7. HacrauBawTte, uTOObl O€TW HMKOr4a He corfawanucb Ha fUYHble BCTPeYM C Apy3bsAMKM MO
WHTepHeTy.

8. MNo3BonanTte geTam 3axo4uTb TOMBKO Ha canTbl M3 "Genoro” cnucka, KOTopbl co3ganTe BMECTe C
HUMMW.

9. MNpuyunte aeTent HUKOrAa He BblAaBaTb NMUYHYI MHAOPMAaLMIO CPEACTBAMMU 3MEKTPOHHOMW MOYTHI,
4YaToB, CUCTEM MIHOBEHHOrO OOMEHa COOOLUEHUAMU, PErMCTPALMOHHBIX DOPM, NIMYHBLIX NPOdUNen U npu
perncTpaumm Ha KOHKypchbl B VIHTEpHeTE.

10. MNpuyynte geten He 3arpyxatb nporpammbl 6e3 Bawero paspewerns. O6bACHUTE MM, YTO OHU
MOryT Cny4anHO 3arpy3uTb BUPYCbl UMK Apyroe HexxenaTenbHoe NporpaMMHoe obecneyeHme.

11. Co3paiite Bawemy peGeHKy orpaHUYeHHYI0 YYETHYHO 3annch Ans paGoTel HAa KOMMbIOTEPE.

12. TNpwuyunte Bawero pebeHka coobwate Bam O MNOObIX yrpo3ax WM TpPeBOrax, CBA3aHHbIX C
WHTepHeTOM. HanomHuTe geTsiM, 4TO OHM B 6€30MacHOCTW, eCnn caMu pacckasanu Bam O CBOMX TPeBOrax u
onaceHusX.

13. Pacckaxute getam o nopHorpadumn B HTepHeTE.
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14. HactamBante Ha TOM, 4TODObl OeTU NPenoCTaBnNsANM Bam AOCTYMN K CBOEN 3MNEKTPOHHOW ModTe,
4YTO6bI BbI YOEOUNMCH, YTO OHU He OBLLaoTCA C He3HaKoMLLaMu.

15. OGbACHUTE AETAM, YTO HENb3s MCMONb30BaTb CETb ANA XYNUraHCTBa, pacnpocTpaHeHUs CheTeH
UK yrpoa.

BospacTt geten ot 13 go 17 net

B aTom BoO3pacTe MOAPOCTKM aKTUBHO WCMOMb3YOT NMOWCKOBbIE MALUUHBLI, MOMb3YITCA INEKTPOHHOW
noyTon, crnyx6amm MrHOBEHHOro obMeHa CoobLLEHNSIMU, CKauMBaKOT My3blKy U bunbmbl. Manbdvkam B 3TOM
BOo3pacTte Oornblle Mo HpaBy CMeTaTb BCE OrpaHWYEHUs, OHM XaxayT rpyboro tomopa, asapTHbIX urp,
KapTuMHOK "ans B3pocnbix". [1eBouku npegnoumTatoT obliatbCs B yaTax, NpuM 3TOM OHM ropasgo bonee
YYBCTBUTENbHbI K CEKCyarbHbIM JOMOraTenscTeam B VIHTepHeTe.

3ayacTyo B J@aHHOM BO3pacTe poAMTENSAM YXe BeCbMa CMOXHO KOHTPONMMpOBaTb CBOWMX AETeW, Tak
Kak 06 IHTepHeTe OHM yXe 3HaT 3Ha4YMTEeNbHO Gornblue CBOMX poauTenen. Tem He MeHee, He OTnycKanTe
aeten B "cBobogHoe nnasaHue" no MHTepHeTy. CTapantecb akTUBHO y4acTBOBaTb B 00LWeHun pebeHka B
UHTepHeTe.

BaxHo no-npexHemy cTporo cobnogaTtb npasuna MHTepHeT-6e3onacHOCTM - cornawieHne Mexay
pogutensamMn un petbMmu. Kpome TOro, HeobxoAMMO Kak MOXHO uYalwe npocMaTpuMBatb OTYeTbl O
peatenbHocTn pdeTter B WHTepHeTe. Cnegyer o6patuTb BHMMaHMe Ha HeOOXOAMMOCTb COAEpXaHus
pOAUTENbCKUX Mapornen (naponen aaMUHWCTPATOpPOB) B CTPOroMm cekpeTe M obpaTuTb BHMMaHWE Ha
CTPOroCTb 3TUX Naponewn.

CoBeTbl N0 6e3onacHocTM B 9ToM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CNMCOK AOMAaLLHMX NpaBuil noceLweHns MIHTepHeTa npu y4actum nogpocTkoB n Tpebynte
6e3ycnoBHOro ero BbinosiHeHus. ObroBopuTe ¢ pebEeHKOM CMMUCOK 3anpeLLeHHbIX CanToB ("4epHblA CINCOK"),
yacbl paboTbl B VIHTepHEeTe, pykoBOACTBO Mo obuieHnto B IHTepHeTe (B TOM 4Mchne B YaTax).

2. KOMﬂbPOTep C NoAKr4eHnem K cetmn VlHTepHeT [OIDKEH HaxoaMTbCs B 00OLLEN KOMHATE.

3. He 3abbiBante 6ecegoBatb ¢ AeTbMu 06 MX Apy3bsx B VIHTepHeTe, O TOM, YeM OHM 3aHATbl Taknm
ob6pasom, 6yaTo peyb MAET O Opy3bsix B pearibHOM U3HU. CnpaluvBaiTe O JOAsAX, C KOTOPbIMUA AETU
obLaTca nocpeacTBOM Cry0 MrHOBEHHOro obMeHa coobLeHnaMN, YTOObI YOeanTbes, YTO 3TU NIoanN UM
3HaKOMBI.

4. VlCFIOJ'Ib3y17ITe cpencTtea 6]'IOKVIpOBaHVIFI HeXenaTesibHOro KOHTEeHTa KaK [donoJiHeHne K
CTaHOapTHOMY POJJ,I/ITeJ'IbCKOMy KOHTPOIHO.

5. Heobxogmmo 3HaTb, KakMumMu 4atamu nonb3ytloTca Baww pgetu. [Noowpsante wmncnonb3oBaHue
MoAepupyembiX 4aToB M HacTauBawTe, YTobbl AeTW He obLwanicb B MPpUBaTHOM peXxunMe.

6. HactanBaiite Ha ToM, YTOObI AETN HMKOrOA He BCTpeYannucb JIN4YHO C OpYy3bAMU N3 CETU MHTepHeT.

7. TpuyynTte Ogeten He BbldaBaTb CBOK MUYHYHO MHGOPMAUUIO CpeacTBaMm SfEKTPOHHOM MOYThHI,
4YaToB, CUCTEM MIHOBEHHONo OOMeHa COOOLLEHMAMU, PETMCTPaALMOHHBLIX (POPM, NNYHBIX NpodUNer n npu
perncrTpaumm Ha KoHKypcbl B VIHTepHeTe.

8. MpuyunTte geteir He 3arpyxaTb nporpammbl 6e3 Bawero paspelleHnsi. OGbACHUTE UM, UYTO OHU
MOTYT CriydaiHo 3arpysuTb BUPYCbl UMK APYroe HexenaTenbHoe nporpammHoe obecreveHue.

9. lMpuyunte Bawero pebeHka coobuwatb Bam O noObIX yrpo3ax WM TpeBorax, CBA3aHHbIX C
WHTepHeTOM. HanomHute getsam, 4To OHM B 6e30macHOCTM, ecrnv camu pacckasanv BaM, O CBOMX yrpo3ax
nnu Tpesorax. NoxeBanuTe Mx U NOCOBETYNTE NOAONTM eLle pa3 B NOA400OHbIX Cryyasx.

10. PacckaxuTe getsam o nopHorpacdun B HTepHeTe. [Nomornte nm 3awmtutbes ot cnama. Hayuute
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noapoCTKOB He BblgaBaTb B MHTepHeTe CBO€ero peanbHOro 3NeKTpoHHOro agpeca, He oTBe4dYaTb Ha
HeXxXenaTternbHble NMCbMa 1 UCNOoJb30BaTh cnelnarbHblie MNo4YTOBbIE CbI/IJ'IprbI.

11. MNpuyunTte cebst 3HAKOMUTLCS C canTaMm, KOTOPbIE NOceLLaloT NOAPOCTKM.

12. HayunTe peveit yBaxaTb ApYrx B UHTepHeTe. Y6eauTecb, YTO OHM 3HAKOT O TOM, YTO MpaBuna
XOPOLLIEro NoBeAeHUs OENCTBYIOT Be3e - AaXe B BUPTYyarbHOM MUpe.

13. O6bsACHUTE [OeTaM, YTO HM B KOEM criydae Henb3s ucnonb3oBatb CeTb ANs XyNUraHcTea,
pacnpoCcTpaHeHWs CNNeTEH UK yrpo3 APYrnM JIOAAM.

14. ObcyauTe ¢ NogpocTkamy NpobriemMbl CeTeBbIX a3apTHBIX UMP U UX BO3MOXHbIN puck. HanoMHuTe,
YTO AETM HEe MOTYT UrpaTb B 3TV UrPbl COrMAaCHO 3aKOHY.

[MocTosHHO KOHTponupywnte ncnonb3oBaHve WHTepHeTa Bawum pebeHkom! 370 He HapylweHue ero
FIMYHOTO NPOCTPAHCTBA, a Mepa NpPegoCTOPOXKHOCTM 1 NposiBneHne Balen poanTensCcKon OTBETCTBEHHOCTH
1 3a60TblI.
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